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Abstract. This paper studies the effect of individual differences on user per-
formance related to text-recognition CAPTCHA challenges. In particular, a 
text-recognition CAPTCHA mechanism was deployed in a three-month user 
study to investigate the effect of individuals’ different cognitive processing 
abilities, targeting on speed of processing, controlled attention and working 
memory capacity toward efficiency and effectiveness with regard to different 
levels of complexity in text-recognition CAPTCHA tasks. A total of 107 users 
interacted with CAPTCHA challenges between September and November 2012 
indicating that the usability of CAPTCHA mechanisms may be supported by 
personalization techniques based on individual differences in cognitive pro-
cessing. 
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1 Introduction 

One of the most important security concerns on the World Wide Web today is to pro-
tect Web-based systems and services against automated software agents whose pur-
pose is to degrade the quality of a provided service. Examples include among others 
the automated creation of fake email accounts that are used later on for spam, genera-
tion of massive scale advertising, manipulation of online voting systems, access of 
private information, generation of hyperlinks in forums to improve their Web-sites’ 
search engine ranking, dictionary attacks of passwords, etc. 

A “Completely Automated Public Turing test to tell Computers and Humans 
Apart” (CAPTCHA) [1, 2] is a widely used security mechanism to protect Web appli-
cations, interfaces, and services from such malicious software by verifying that the 
entity interacting with a system is actually a human being, and not a machine. A typi-
cal example of a CAPTCHA mechanism requires from a legitimate user to type letters 
or digits based on a distorted image that appears on the screen (Figure 1). Such a chal-



lenge is based on the assumption that a distorted text-based image can be easily rec-
ognized by the human brain but present significant difficulty for an optical character 
or image recognition system. 

CAPTCHA challenges over the World Wide Web are performed primarily with the 
use of text-recognition CAPTCHA [3, 4, 5]. The reCAPTCHA project [4], which is 
currently the most popular and widely used CAPTCHA online, estimates that over 
200 million reCAPTCHAs are completed daily, and it takes an average of 10 seconds 
to complete one. In addition, major Web service providers such as Google, Facebook, 
Microsoft and many others utilize text-recognition CAPTCHA to protect their prem-
ises against automated attacks [3]. 

 

 

Fig. 1. Example of a text-recognition reCAPTCHA 

Current text-based CAPTCHA implementations suffer from an important draw-
back; making the characters of the CAPTCHA hard to be recognized by computer 
systems, also increases the difficulty for humans, and thus decreases usability of in-
teraction. The problem is further strengthened by the improvement of current charac-
ter recognition systems that are more capable of breaking CAPTCHA mechanisms [6, 
7], and as a consequence, the characters’ distortion and complexity is increased mak-
ing it even more difficult to be recognized by humans. Various studies have been 
reported that underpin the necessity for increasing usability of current CAPTCHA 
implementations. A study in [8] raised the usability issues of CAPTCHA and pro-
posed a framework for evaluating various designs. A recent study which investigated 
users’ perceptions toward CAPTCHA challenges underpins the necessity for user 
friendly CAPTCHA challenges as current implementations do not provide an ac-
ceptable trade off solution with regard to usability [9].  

Within this realm, given that individuals share different characteristics, needs and 
preferences, supporting usability of CAPTCHA systems with adaptation and person-
alization technologies [10] may improve the system’s usability and user experience by 
providing users with adaptive and personalized CAPTCHA challenges according to 
their unique characteristics. Given that current text-based CAPTCHA implementa-
tions require from individuals to recognize specific characters among irrelevant, noisy 
information, and process this information on a cognitive level, we suggest that indi-
vidual differences in cognitive processing should be taken into consideration in the 
design of current text-recognition CAPTCHA mechanisms. In this respect, the pur-
pose of this paper is to investigate the effect of specific individual characteristics of 
users targeting on cognitive processes (i.e., speed of processing, controlled attention 
and working memory capacity), toward efficiency and effectiveness of different varia-
tions of text-recognition CAPTCHA challenges in terms of complexity (i.e., low, 



medium and high level of complexity illustrating respectively, 5, 7 or 9 characters 
with increased character distortion and noise). 

2 Individual Differences in Adaptive Interactive Systems 

Overarching aim is to drive this research towards the design and the deployment of 
adaptive and personalized CAPTCHA mechanisms that will assist users to accom-
plish efficiently and effectively usable CAPTCHA tasks. In this respect we provide an 
overview of adaptive interactive systems to elicit how these could be of value for 
designing adaptive CAPTCHA mechanisms. 

An adaptive interactive system [10] is any interactive system which is capable to 
automatically or semi-automatically adapt its information architecture and function-
ality as a response on implicit or explicit gathered data which are related with the 
users themselves, their interaction with the system or the context of use in which in-
teraction takes place. The utter goal is to increase the functionality of the system and 
improve the users’ experience by providing personalized and bootstrapped functional-
ities. 

One distinctive feature of an adaptive interactive system is its user model. The user 
model is a representation of static and dynamic information about an individual, and it 
represents an essential entity for an adaptive interactive system aiming to provide 
adaptation effects (i.e., the same system can look different to users with different user 
models). For example, an information retrieval system can adaptively select and prior-
itize the most relevant items to the user’s goals and/or interests. A security task in a 
commercial Web system can present the content adaptively to the user’s level of 
knowledge towards security terms (e.g., provide novice users with personalized secu-
rity information awareness by using additional explanations). 

Adaptive interactive systems build and maintain a data model throughout computer 
human interaction which entails information considered essential in order to adapt 
content and functionalities to the unique characteristics of a user. According to the 
nature of information that is being modeled, we distinguish models that represent 
information about the user (user’s knowledge, interests, goals, background and per-
sonality traits) and about the user’s context of use (user’s location, platform, physical 
environment) [10]. 

A considerable amount of research efforts have been undertaken focusing on mod-
eling and utilizing personality traits (e.g., cognitive factors) for personalization in 
adaptive interactive systems. Several works [11, 12, 13] have distinguished users 
based on their cognitive characteristics, and provided different adaptation effects ac-
cordingly. A study in [11] distinguished imager and verbal users, and wholist and 
analyst users based on Riding’s Cognitive Style Analysis [14], as well as based on the 
users’ cognitive processing abilities. Each user was provided with adaptive presenta-
tion of content (graphical or verbal), different navigation organization (stressing ana-
lytic or holistic navigation approaches) and different amount of user control and con-
tent based on the users’ cognitive processing abilities. In a similar approach in [12] 
users were distinguished in field-dependent and field-independent based on Witkin et 



al. [15] and provided different navigation organization, amount of user control, and 
navigation support tools for these groups. Results of these studies indicate that cogni-
tive characteristics have significant impact in the adaptation and personalization pro-
cess of Web environments by increasing usability and user satisfaction during naviga-
tion as well as learning performance. 

Such findings suggest that individual differences in human cognition are important 
to take into account in the personalization process of an adaptive interactive system. 
Accordingly, modeling and adapting CAPTCHA mechanism based on users’ cogni-
tive factors could improve CAPTCHA solving efficiency and effectiveness, and min-
imize users’ cognitive loads and erroneous interactions by providing different levels 
of complexity according to the cognitive characteristics of each individual.  

In this context, a number of theories in human cognition exist that aim to describe 
and explain [16, 17, 18] the functioning of the human mind in terms of more basic 
processes, such as speed of processing which indicates the time needed by the human 
mind to record and give meaning to information [19, 20], controlled attention which 
refers to cognitive processes that can identify and concentrate on goal-relevant infor-
mation and inhibit attention to irrelevant stimuli [19, 21], and working memory capac-
ity which refers to a cognitive system for temporary storage of information and infor-
mation manipulation [22, 23]. Various research works argue that these cognitive pro-
cesses have an effect on comprehension, learning and problem solving [24-29]. They 
are mainly used in mental tasks, such as arithmetic tasks; remembering a number in a 
multiplication problem and adding that number later on, or creating a new password 
and using that password later for authentication, or recognizing the distorted text of a 
CAPTCHA mechanism. 

To this end, given that the aforementioned cognitive factors have a main effect in 
problem solving and other tasks (e.g., individuals with increased working memory 
capacity accomplish tasks more efficiently), we suggest that such characteristics 
should be utilized as part of an adaptive interactive system specialized in personaliz-
ing CAPTCHA-related tasks to the cognitive abilities of each user. Main aim of this 
paper is to investigate how individuals with differing cognitive processing abilities 
perform in various CAPTCHA challenges. Such an endeavor could support the devel-
opment of an adaptation engine that would embrace cognitive characteristics as its 
core user model and accordingly adapt the level of complexity in each CAPTCHA 
solving task to improve usability of interactions. 

3 Method of Study 

3.1 Procedure 

A Web-based environment was developed within the frame of various university 
courses which was used by the students throughout the semester as an online blog for 
posting comments related to the course, as well as for accessing the courses’ material 
(i.e., course slides, homework) and for viewing their grades. The participants were 
required to solve text-recognition CAPTCHA challenges with different levels of 



complexity throughout the semester, primarily before posting comments on the online 
blog. In particular, a text-recognition CAPTCHA challenge with low, medium or high 
level of complexity was provided to each user. For example, in case a user solved a 
CAPTCHA with medium level of complexity at time 0, the system would provide the 
same user to solve a CAPTCHA with different level of complexity (low or high com-
plexity) at time 1 in the future with the aim to engage the whole sample with all avail-
able levels of CAPTCHA complexity. 

With the aim to increase the internal validity of the study, the different levels of 
complexity were designed specifically to ensure that the relationship among the three 
different CAPTCHA types regarding their complexity level was linear. In particular, 
the criteria for developing the different levels of complexity were based on the num-
ber of characters presented, and the percentage of text distortion and noise illustrated 
in each CAPTCHA challenge. The low complex CAPTCHA entailed 5 characters and 
40% text distortion and noise, while the medium and high complex CAPTCHAs en-
tailed respectively 7 and 9 characters, and 50% and 60% text distortion and noise, as 
illustrated in Figure 3. 

 

 

Fig. 2. Text-recognition CAPTCHA with Increasing Complexity 

The text-recognition mechanism was developed using available open-source soft-
ware that produced distorted images of random characters1 . The text-recognition 
CAPTCHA mechanism also contained a refresh button that initialized the CAPTCHA 
with a new sequence of characters. Both client-side and server-side scripts were de-
veloped to monitor the users’ behavior during interaction with the CAPTCHA mech-

                                                            
1 Securimage v. 3.0, http://www.phpcaptcha.org. 



anism. In particular, the total time (efficiency) and total number of attempts and re-
fresh events (effectiveness) required for successfully solving the CAPTCHA chal-
lenge were monitored on the client-side utilizing a browser-based logging facility that 
started recording time as soon the CAPTCHA challenge was presented to the users 
until they successfully completed the CAPTCHA process. For user identification, the 
Web-site utilized the participants’ username since the course’s Web-site required user 
authentication for accessing the course’s material. 

Controlled laboratory sessions were also conducted throughout the period of the 
study to elicit the users’ cognitive factors (speed of processing, controlled attention 
and working memory capacity) through a series of psychometric tests [23, 26]. The 
psychometric tests utilized in the study are described next. 

Users’ Speed of Processing Elicitation Test. The test required participants to read a 
number of words designating a color written in the same or different ink color (e.g., 
the word “blue” written in blue ink color). Eighteen words were illustrated to the par-
ticipants illustrating the words “red”, “green” or “blue” either written in red, green or 
blue ink color. The participants were instructed to press the R key of the keyboard for 
the word “red”, the G key for the word “green” and the B key for the word “blue”. 
The reaction times between eighteen stimuli and responses were recorded and their 
mean and median were automatically calculated (as suggested in [26]). 

 
Users’ Controlled Attention Elicitation Test. A similar test to the previous one was 
utilized, but instead of denoting the word itself, participants were required to recog-
nize the ink color of words denoting a color different than the ink (e.g., the word 
“blue” written in green ink). Again, eighteen words were illustrated to the participants 
illustrating the words “red”, “green” or “blue” either written in red, green or blue ink 
color, and the participants had to respond as quick as possible utilizing the keyboard. 
The reaction times between eighteen stimuli and responses were recorded and their 
mean and median were automatically calculated (as suggested in [26]). 
 
Users’ Working Memory Capacity Elicitation Test. Two tasks addressed storage 
capacity in short-term memory, the verbal and the visual test [23], whose results were 
combined to indicate a user’s working memory capacity. The visual test illustrated a 
geometric figure on the screen and participants were required to memorize the figure. 
Thereafter, the figure disappeared and five similar figures were illustrated on the 
screen, numbered from one to five (Figure 4). Participants were required to provide 
the number of the figure illustrating the same shape as the initial figure through the 
keyboard. The test consisted of twenty one figures (seven levels of three trials each). 
As participants correctly identified the figures, the test provided more complex fig-
ures indicating an enhanced working memory capacity. 

 



 

Fig. 3. Visual Working Memory Test 

The verbal test showed a series of statements and required the participants to respond 
whether they are true or false. In addition, participants were required to remember the 
last word of each sentence and then write the last word of the sentence. The test in-
cluded six levels of difficulty, e.g., in level three, participants were required to re-
spond true/false to three successive sentences and had to remember and provide the 
last word of each sentence. For example, for the sentences “Knives are sharp”, “The 
sun is shining”, and “Fish have fur” the participant should respectively respond true, 
true and false, and then provide the word “sharp”, “shining” and “fur” to the system 
(Figure 5). The level each participant reached indicated his/her working memory ca-
pacity. 
 

 

Fig. 4. Verbal Working Memory Test 

3.2 Participants 

A total of 107 undergraduate students (52 male, 55 female, age 17-26, mean 22) par-
ticipated in the study. A total of 1172 CAPTCHA sessions have been recorded during 
a three-month period. 



3.3 Hypothesis 

The following hypothesis was formulated for the purpose of our research: 
 
H1. There is significant difference with regard to time (efficiency), total number of 
attempts and total number of refresh events (effectiveness) needed to solve a 
CAPTCHA mechanism among users with different cognitive processing abilities. 

3.4 Analysis of Results 

For the analysis, we separated participants into different categories based on their 
cognitive processing characteristics (limited, intermediate, enhanced) of each cogni-
tive factor (speed of processing, controlled attention, working memory capacity), 
which are summarized in Table 1. 

Table 1. User Groups based on Cognitive Processing Abilities 

 Speed of  
Processing 

Controlled 
Attention 

Working Memory 
Capacity 

 F % F % F % 
Enhanced 59 55.1 33 30.8 46 43 
Intermediate 19 17.8 18 16.8 27 25.2 
Limited 29 27.1 56 52.3 34 31.8 
Total 107 100 107 100 107 100 

 
CAPTCHA Solving Efficiency. A series of three by three way factorial analyses of 
variance (ANOVA) were conducted aiming to examine main effects of users’ cogni-
tive processing differences (i.e., limited, intermediate, enhanced) and CAPTCHA 
complexity (i.e., low, medium, high) on the time needed to accomplish the 
CAPTCHA task. Figure 6 and Figure 7 respectively illustrate the means of perfor-
mance per cognitive factor group in regard with the speed of processing (SP) and 
controlled attention (CA) dimension, and CAPTCHA complexity level. Table 2 and 
Table 3 respectively summarize post-hoc tests with CAPTCHA performance compar-
isons between each cognitive factor’s user group (SP and CA). 
 



 

Fig. 5. Means of Performance for Speed of Processing User Groups 

The results revealed that there is a significant main effect on the time needed to 
solve a CAPTCHA challenge with regard to both speed of processing (SP) and con-
trolled attention (CA) factors, and CAPTCHA complexity level. Users with enhanced 
SP solved significantly faster all three complexity types of CAPTCHA compared to 
the limited user group (p<.001).  

Table 2. Multiple Comparisons between the Speed of Processing User Group 

  Mean Difference Std. Error Sig. 
Enhanced Intermediate -0.60 0.38 0.117 
 Limited -1.07 0.27 0.000 
Intermediate Enhanced 0.60 0.38 0.117 
 Limited -0.46 0.36 0.202 
Limited Enhanced 1.07 0.27 0.000 
 Intermediate 0.46 0.36 0.202 

 
On the other hand, users with intermediate SP did not perform significantly differ-

ent compared to the limited user group (p=.202) and the enhanced user group 
(p=.117). Based on Figure 6, given that the means of performances of enhanced SP 
users in the high complex CAPTCHA, and limited SP users in the medium complex 
CAPTCHA were not significantly different, an adaptive CAPTCHA mechanism em-
bracing these user characteristics could provide a highly complex CAPTCHA mecha-
nism to users with enhanced SP, and a medium complex CAPTCHA mechanism to 
users with limited SP, thus having increased security for enhanced SP users, but at 
similar levels of usability in terms of efficiency compared to limited SP users. Simi-
larly, given that users with limited and intermediate SP did not perform significantly 



different in low and medium levels of CAPTCHA complexity, in order to increase 
security, a medium level of complexity could be used at a minimum cost to usability. 

Regarding the controlled attention (CA) dimension, results similarly indicate that 
users with enhanced CA perform significantly faster compared to users with limited 
CA (p=.001), however with no significant differences compared to users with inter-
mediate CA (p=.111). On the other hand, no significant differences were observed 
between the limited and intermediate user groups across all three types of CAPTCHA 
complexity level (p=0.444).  

 

 

Fig. 6. Means of Performance for Controlled Attention User Groups 

From a user-adaptation point of view, an adaptive CAPTCHA mechanism could 
recommend a CAPTCHA with medium complexity to users with limited and interme-
diate CA, given that these groups did not perform significantly different in the low 
and medium complex CAPTCHA. Regarding users with enhanced CA, a highly com-
plex CAPTCHA for increased security could be provided since they did not perform 
significantly different in highly complex CAPTCHA compared to medium complex 
CAPTCHA interactions of the other two user groups, thus increasing security at min-
imum cost to usability for users with enhanced CA. 

Table 3. Multiple Comparisons between the Controlled Attention User Group 

  Mean Difference Std. Error Sig. 
Enhanced Intermediate -0.63 0.39 0.111 
 Limited -0.93 0.27 0.001 
Intermediate Enhanced 0.63 0.39 0.111 
 Limited -0.29 0.39 0.444 
Limited Enhanced 0.93 0.27 0.001 
 Intermediate 0.29 0.39 0.444 



Regarding the working memory capacity (WMC) dimension, results also revealed 
a main effect of working memory capacity of users on the time to solve CAPTCHAs 
with different levels of complexity. Figure 8 illustrates the means of performance per 
WMC user group and CAPTCHA level of complexity. Table 4 summarizes the post-
hoc tests with CAPTCHA performance comparisons between users with different 
working memory capacity.  

 

 

Fig. 7. Means of Performance for Working Memory Capacity User Groups 

Accordingly, users with limited WMC performed significantly slower than users 
with intermediate WMS (p=.002) and enhanced WMC (p<.001). However, in the case 
of low level of CAPTCHA complexity we observe that users with enhanced WMC 
performed similarly as in the case of limited WMC users. A within analysis of the 
enhanced WMC group in this case revealed that the majority of users had limited and 
intermediate speed of processing which might have affected their performance. Such 
an observation is in line with previous theory suggesting that enhanced speed of in-
formation processing facilitates access to information that is sustained in the working 
memory system, and thus decreased speed of processing of users might have nega-
tively affected their efficiency of information manipulation in the working memory 
system [23]. On the other hand, no significant differences between users with en-
hanced and intermediate WMC were observed. 

To this end, as in the case of SP and CA factors, results suggest that individual dif-
ferences in working memory capacity should be considered in CAPTCHA designs 
since a main effect of working memory capacity of users on time to solve CAPTCHA 
challenges has been observed. Results suggest that a CAPTCHA challenge with me-
dium complexity could be provided to users with intermediate and enhanced WMC 
since no significant differences in performance were observed compared to the low 
complex (and less secure CAPTCHA), increasing thus security at a minimum cost to 



usability. In the case of limited WMC users, results suggest providing a less secure 
CAPTCHA to increase usability. However, regarding the intermediate and enhanced 
WMC groups, significant differences in their performance has been observed between 
the medium and high levels of CAPTCHA complexity, suggesting that a less complex 
(medium level), but more usable CAPTCHA challenge would significantly benefit the 
users. 

Table 4. Multiple Comparisons between the Working Memory Capacity User Group 

  Mean Difference Std. Error Sig. 
Enhanced Intermediate -0.20 0.27 0.455 
 Limited -1.35 0.37 0.000 
Intermediate Enhanced 0.20 0.27 0.455 
 Limited -1.15 0.36 0.002 
Limited Enhanced 1.35 0.37 0.000 
 Intermediate 1.15 0.36 0.002 

 
CAPTCHA Solving Effectiveness based on Number of Attempts. The effective-
ness of a solver measures their accuracy, i.e., the fraction of challenges they answered 
correctly [30]. For each user session the total number of attempts made for successful-
ly solving the CAPTCHA challenge was recorded. Table 5 summarizes the means of 
attempts across all three levels of CAPTCHA complexity per cognitive processing 
group (i.e., SP, CA, WMC groups). Shapiro-Wilk tests revealed that these distribu-
tions do not follow the normal distribution. On average, users with limited CA and 
limited WMC needed more attempts to solve the CAPTCHA challenges than the oth-
er two groups (intermediate and enhanced groups). The Kruskal-Wallis test revealed 
that the differences between controlled attention users was statistically significant 
(H(2)=9.167, p=0.001), as well as in the case of working memory capacity users 
(H(2)=6.464, p=0.039). In the case of the speed of processing user group, no signifi-
cant differences have been observed between number of attempts of each user group, 
as the Kruskal-Wallis test revealed (H(2)=3.744, p=0.154), suggesting that this cogni-
tive dimension might not significantly affect the effectiveness of CAPTCHA. 

Table 5. Means of Attempts per User Group [35] 

 Speed of  
Processing 

Controlled 
Attention 

Working Memory 
Capacity 

 Mean Std. Dev. Mean Std. Dev. Mean Std. Dev. 
Enhanced 2 1.37 1.71 1.07 1.82 1.06 
Intermediate 1.71 1.1 1.38 0.81 1.51 0.98 
Limited 1.6 1.05 2.1 1.42 2.21 1.66 

 
Furthermore, the majority of CAPTCHA sessions (59.6%) of the sample were 

solved at the first try across all three cognitive groups. As expected, in the case of the 
low complexity CAPTCHA, 71.4% of the cases were solved at the first try, whereas 



in the case of medium and high complexity, the percentage decreased to 57.1% and 
54.3%, respectively. 

To this end, initial findings indicate that differences in controlled attention and 
working memory capacity might affect the effectiveness of CAPTCHA challenges 
since users of the intermediate and enhanced user groups needed less attempts than 
the ones of the limited user groups [35]. Such a result might be based on the fact that 
enhanced controlled attention and working memory capacity is needed to effectively 
focus a person’s attention on the distorted characters among the added noise of cur-
rent text-recognition CAPTCHAs. 

 
CAPTCHA Solving Effectiveness based on Number of Refreshes. Given that the 
CAPTCHA mechanism also contained a refresh button that initialized the CAPTCHA 
with a new sequence of characters in case the characters could not be recognized by 
the user, the solving effectiveness of CAPTCHA could also be inferred through the 
number of refreshes each user made in each session. Table 6 summarizes the means of 
refreshes across all three levels of CAPTCHA complexity per cognitive processing 
group (i.e., SP, CA, WMC groups). Given that the majority of sessions (72.8%) did 
not include a refresh event, our analysis includes sessions that needed at least one 
refresh event. Shapiro-Wilk tests revealed that these distributions do not follow the 
normal distribution.  

Table 6. Means of Refreshes per User Group 

 Speed of  
Processing 

Controlled 
Attention 

Working Memory 
Capacity 

 Mean Std. Dev. Mean Std. Dev. Mean Std. Dev. 
Enhanced  1.22 0.42 1.38 0.65 1.14 0.37 
Intermediate 1.13 0.35 1.17 0.40 1.40 0.69 
Limited 1.64 0.84 1.38 0.66 1.39 0.65 
 

On average, users with limited processing abilities initiated more refresh events 
than the other two user groups, however, these differences were not significant as the 
Kruskal-Wallis test revealed (SOP: H(2)=3.571, p=0.168; CA: H(2)=0.503, p=0.778; 
WMC: H(2)=0.830, p=0.660). In this respect, no safe conclusions can be drawn at this 
point in time whether cognitive processing abilities have a main effect on CAPTCHA 
effectiveness in terms of refresh rates. This may be due to the fact that the number of 
initiated refresh events was limited. Nevertheless, as the sample increased, users with 
limited cognitive processing abilities tended to initiate more refresh events than users 
with intermediate and enhanced cognitive processing abilities. In this respect, further 
studies need to be conducted with a greater sample over a longer period of user inter-
actions in order to reach to more concrete conclusions about the effect of cognitive 
processing abilities on the effectiveness of CAPTCHA in terms of refresh events. 



3.5 Validity and Limitations of the Study 

The validity of a study is primarily affected by its internal, external, and ecological 
validity. Internal validity reflects the accuracy of data and the conclusions drawn 
based on this data, external validity indicates whether the data and the conclusions 
drawn can be generalized to a wider extend [31], and ecological validity requires that 
the experimental design, procedure and setting of the study must approximate the 
real-life context that is under investigation [32]. 

With the aim to increase internal validity we recruited a sample of participants al-
ready familiarized with CAPTCHAs prior to the study. Thus, the participants in-
volved rather experienced and average than novice users with respect to CAPTCHA 
and therefore, the research design was setup in order to avoid inference errors. There 
has also been an effort to increase ecological of the research since the CAPTCHA 
tasks were integrated in a real Web-based system and the participants were involved 
at their own physical environments without the intervention of any experimental 
equipment or person. In addition, participants were required to solve the CAPTCHA 
challenges as a secondary task throughout the semester during real-life tasks (the 
primary task was to post comments on the online blogging tool). Finally, given that 
future studies will contribute to the external validity of the reported research, we ar-
gue that providing personalized CAPTCHA mechanisms, adapted to users' cognitive 
processing abilities, as well as other individual characteristics [3, 9, 33, 34, 35] could 
improve the overall user experience with regard to CAPTCHA tasks. 

The limitations of the reported study are related to the fact that participants were 
only undergraduate students with an age between 17 to 26 years. Furthermore, a sin-
gle assessment of users’ cognitive factors through the psychometric tests might not 
fully justify the users’ cognitive classification since other factors (e.g., emotions, ur-
gency, etc.) might influence the users’ interactions with the test. In this respect, fur-
ther studies need to be conducted with a greater sample of varying profiles and ages in 
order to reach to more concrete conclusions about the effect of individuals’ cognitive 
processing abilities on their performance in CAPTCHA challenges. 

4 Conclusions 

The research reported aimed to increase our understanding on supporting usable 
CAPTCHA designs through user modeling, and adaptivity for assisting users to ac-
complish efficiently and effectively usable CAPTCHA tasks. Accordingly, a three-
month ecological valid user study was designed which entailed credible psychomet-
ric-based tests for eliciting the users’ cognitive characteristics and a text-recognition 
CAPTCHA, with the aim to investigate whether individuals with different cognitive 
processing abilities perform differently in terms of efficiency and effectiveness in 
text-recognition CAPTCHA challenges with different levels of complexity.  

Preliminary results reveal that cognitive processing abilities of individuals primari-
ly affect solving efficiency of text-recognition CAPTCHA mechanisms. In particular, 
results demonstrated that users with enhanced controlled attention and speed of pro-
cessing performed significantly faster than users with limited processing abilities 



across all three levels of CAPTCHA complexity. Furthermore, users with limited and 
intermediate cognitive processing abilities performed similarly in the low and medi-
um complexity CAPTCHA, however a decreased performance of these users was 
observed in the high complex CAPTCHA type. Such a result suggests that medium 
complexity CAPTCHA should be provided to users with limited and intermediate 
cognitive processing abilities since no significant differences were observed with the 
lower complex CAPTCHA. Such a recommendation would increase security (medi-
um complexity instead of low) and preserve usability in terms of efficiency at equal 
levels. In addition, since users with enhanced cognitive processing abilities performed 
slightly slower in the high complex CAPTCHA compared to the less complex CAP-
TCHAs of the limited and intermediate user groups, a highly complex CAPTCHA 
could be used in the case of users with enhanced cognitive processing abilities, thus 
increasing even more the security of CAPTCHA at a minimum cost of usability. 

Regarding the working memory dimension, significant differences in performance 
have been observed between users with enhanced and limited working memory ca-
pacity (primarily in the cases of medium and high complexity CAPTCHA) suggesting 
that users with limited working memory capacity should be provided with less com-
plex CAPTCHA for increasing usability. Furthermore, results revealed that speed of 
processing abilities might affect performance in regard with working memory capaci-
ty since a within-group analysis of enhanced WMC users revealed that the majority of 
them had limited and intermediate levels of processing speed, thus providing a possi-
ble explanation to the fact that enhanced WMC users performed with no significant 
differences in the low complex CAPTCHA, compared to limited WMC users. 

Regarding effectiveness (total number of attempts), initial findings indicate that 
controlled attention and working memory capacity affect the effectiveness of 
CAPTCHA challenges since users with limited cognitive processing abilities needed 
more attempts than the other two user groups. On the other hand, no main effect of 
speed of processing on the effectiveness of solving CAPTCHAs has been revealed 
since the differences among user groups were not significant. This result further 
strengthens the validity of our theoretical background since speed of processing pri-
marily affects efficiency of interaction, whereas in the case of effectiveness, enhanced 
controlled attention and working memory capacity are primarily needed to effectively 
focus a person’s attention on the distorted characters among the added noise of CAP-
TCHAs. Furthermore, regarding effectiveness in terms of total number of refresh 
events, at this point in time, no safe conclusions can be drawn whether there is a thor-
ough significant relationship between users’ cognitive processing abilities and effec-
tiveness in regard with CAPTCHA mechanisms since the majority of sessions did not 
include refresh events. Nevertheless, the analysis indicates that users with limited 
cognitive processing abilities initiated more refresh events to solve the CAPTCHA 
challenges compared to users with intermediate and enhanced cognitive processing 
abilities. 

To this end, recent research [3, 9, 33, 34, 35] suggests that an effective CAPTCHA 
solution should embrace both security and usability aspects as its purpose is to pro-
vide safety of operation to Web application providers but as well usability and trans-
parency to its end users, aiming to minimize the added cognitive effort of a casual 



user interacting with it. Both security and usability are important, and every 
CAPTCHA solution should be a balancing act between the two, aiming to achieve 
maximum security, but at a minimum cost to usability. Based on the presented results 
we suggest that following a user-centered design approach, it is necessary that design-
ers of CAPTCHA mechanisms should clearly bear in mind individual differences of 
users while interacting with the system, and accordingly provide a balanced usable 
and secure solution. In sum, the findings of the study suggest that all three cognitive 
factors (speed of processing, controlled attention, working memory capacity) should 
be taken into consideration when designing CAPTCHAs for improving the efficiency 
of interactions since significant differences in all three cognitive-based user groups 
where observed in CAPTCHAs with different complexity. With the aim to improve 
effectiveness of CAPTCHA interactions, the results suggest considering controlled 
attention and working memory capacity of users since significant differences have 
been observed in CAPTCHA interactions within these cognitive-based user groups. 

A practical implication of this work would be to allow users explicitly declare their 
preferred CAPTCHA mechanism in their Web browser preference settings, and this 
information would be further utilized by the Web browser to present a personalized 
CAPTCHA challenge. Such a scenario assumes that the Web browser and the 
CAPTCHA mechanism of the service provider communicate under a common stand-
ard and protocol in order to personalize the CAPTCHA challenge according to the 
user profile stored on the Web browser. A more sophisticated approach could be 
based on a recommendation engine that would implicitly present the “best-fit” 
CAPTCHA mechanism based on historical usage data of the user in regard with effi-
ciency and effectiveness of CAPTCHA tasks. In this respect, the high-level research 
goal of such an attempt would focus around two main issues; appropriate user model-
ing dealing with what information is important to be incorporated in the user model 
and how it can be represented and extracted, and appropriate adaptation procedures 
dealing with what adaptation types and mechanisms are most effective to be per-
formed and how they can be translated into adaptive user interface designs in order to 
improve the system’s usability and to provide a positive user experience with regard 
to CAPTCHA mechanisms. 

Studies like the reported one can be useful for improving usable security on the 
World Wide Web through adaptivity in user interface designs with regard to 
CAPTCHA mechanisms, aiming to organize and present information and functionali-
ties related with CAPTCHA tasks in an adaptive format to diverse user groups, by 
using different levels of abstractions through appropriate interaction styles, terminol-
ogy, information presentation and user modeling techniques. 
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