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Abstract 
Recent research reveals interaction effects among 
human cognitive processing factors, interaction device 
types and user authentication schemes towards 
security of user created graphical keys. Aiming to 
investigate how different visual behaviors of individuals 
with varying cognitive strategies affect the security 
aspects of graphical user authentication (GUA) across 
device types, this paper reports preliminary results of a 
user study (N=51) on graphical password composition 
using a recognition-based GUA scheme. Results reveal 
differences on key strength and complexity, as well as 
on gaze-based entropies between users with different 
cognitive strategies, which can be used for the design 
of user-adaptive GUA schemes. 
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Introduction 
In the era of mobile, embedded and ubiquitous 
computing, user authentication remains an important 
process to ensure that systems and services are 
accessed by their intended users. Knowledge-based 
user authentication and particularly textual passwords 
are currently the most popular authentication schemes 
[6,10]. However, the application of complex password 
policies has raised usability and security issues [12], 
and thus an alternative method, based on graphics, has 
been proposed; Graphical User Authentication (GUA), 
which is a widely deployed alternative to textual 
passwords (e.g., Microsoft Windows Picture Passwords 
[27]). GUA schemes lie under two major categories: 
recall-based which require users to remember and 
reproduce a drawing they have drawn before (e.g., DAS 
[21], Pass-Go [23] and PassPoints [24]); and 
recognition-based which require users to identify and 
select the target images from a challenge set (e.g., 
DejaVu [8], PassFaces [5] and ImagePass [15]).  

Research on user authentication has become a complex 
endeavor since it entails several contextual parameters 
(human and technology specific) that need to be taken 
into account. From the technology perspective, studies 
indicate that the device type (e.g., desktop computers, 
tablets, smart phones) has a main impact on the 
security aspects of user authentication [26]. From the 
human perspective, research revealed that individual 
characteristics of users, such as, users’ age [16], 
gender [7], cognitive disabilities [14], cognitive 
processing styles and abilities [2,3], affect user 
authentication performance and preference. From a 
task execution perspective, research revealed that in 
decision making tasks, eye movements unfold over the 
course of the decision process [9], and graphical key 

creation, as such, is closely related to visual behavior. 
Thus, it is worth investigating the interplay among 
human, technology and user authentication activity. 

Among a high number of individual characteristics, 
human cognitive factors, and particularly human 
cognitive strategies, are considered highly researched 
and widely applied [1]. A validated and credible 
cognitive strategy is the Field Dependence-
Independence (FD-I) theory [25]. FD-I is related to 
visual search ability as, individuals are classified on 
their ability to distinguish simple information within 
complex backgrounds [25], and they are characterized 
either as field-dependent (FD) or field-independent 
(FI). FD individuals tend to have difficulties on 
extracting simple information within complex scenes, 
and follow a more holistic information processing 
approach, while FI individuals tend to easily separate 
simple information from complex backgrounds, and are 
more analytical in information processing tasks [25].  

Given that FD and FI individuals differ in terms of visual 
perceptiveness [11], visual working memory capacity 
[20] and visual search abilities [1], the motivation of 
this work lies in increasing our understanding whether 
and how their differences in visual behavior affect the 
security aspects of GUA. Therefore, the aim of this work 
is to investigate the interplay among human cognitive 
factors (FD-I), technology factors (desktop and table 
devices), and recognition-based GUA design factors 
(Figure 1). We consider this as the first step of our 
greater goal to create user-adaptive GUA schemes that 
will implicitly elicit the cognitive strategy of the users 
and assist them in selecting more secure graphical 
passwords based on their unique individual cognitive 
strategies.  

 

Figure 1. The interplay among 
human cognitive strategy (FD-I), 
technology factors (desktop and 
tablet devices), and user 
authentication activity. 

 

 



 

Method of Study 
Hypotheses 
H01. there is no significant difference regarding the 
strength and complexity of the created graphical keys 
between FD and FI users, by also considering the 
interaction device type; 

H02. there is no significant difference regarding the 
visual search strategy followed for the graphical key 
creation between FD and FI users, by also considering 
the interaction device type. 

Instruments 
HUMAN COGNITIVE FACTOR ELICITATION 
Users’ field dependence-independence was measured 
through the Group Embedded Figures Test (GEFT) [18], 
an accredited and validated paper-and-pencil test [11]. 
The test measures the user’s ability to find common 
geometric shapes hidden in complex scenes. It consists 
of 25 items; 7 are used for practice, 18 are used for 
assessment. Participants are required to identify a 
given simple figure hidden within a complex pattern by 
outlining it with a pencil. Based on a widely applied cut-
off score [11], participants that solved 11 items or less 
were classified as FD, whereas participants that solved 
12 items and above were classified as FI. 

INTERACTION DEVICE TYPES 
Two interaction device types were used; desktop 
computers (Intel core i7 with 8GB RAM, 21-inch screen 
size monitor, Windows 10 operating system, Logitech 
standard keyboard and mouse) and tablet touch-based 
devices (Samsung P1000 Galaxy). To track users’ eye-
movements, a wearable eye tracking device was used; 
Tobii Pro Glasses [28] (50 Hz gaze sampling frequency, 
4 eye cameras, H.264 1920x1080 pixels at 25 fps). 

RECOGNITION-BASED GRAPHICAL AUTHENTICATION SCHEME 
A recognition-based GUA scheme was designed and 
developed following guidelines of well-cited GUA 
schemes [8,15]. During user enrolment, users created 
their graphical key by selecting 5 images out of 120 
images in a specific order. Each image could only be 
selected once in a single key. The provided image 
policy was based on existing approaches and is typical 
in recognition-based graphical authentication [4,14]. 
The theoretical entropy of the given policy is 34.41 bits 
calculated using the following equation [17]: = 	(1) 
Participants 
We recruited 51 individuals (16 females, 35 males), 
aged between 18 and 40 (m=29.29, sd=5.76). All 
participants had prior interaction experience with both 
device types and none was familiar with any GUA 
scheme. Based on the users’ GEFT scores (Figure 3), 25 
participants were classified as FD and 26 participants as 
FI (m=9.13; sd=3.38; min=3; max=18).  

Procedure 
The GUA scheme was applied in the frame of an 
enrolment process of an existing service to increase the 
ecological validity of the graphical key selection. 
Guidelines related to the applied policy were provided. 
Participants first solved the GEFT test and then they 
enrolled in the service in which they had to create a 
graphical key. The grid of images was constantly the 
same for all participants. Half of the participants 
interacted on a desktop computer and the other half 
interacted on a mobile touch-based device. The 
allocation was based on GEFT scores so that the 
devices were balanced across the FD and FI groups. We 

 

Figure 2. Graphical user 
authentication schemes. 

 

Figure 3. GEFT score normal 
distribution of participants 
(Shapiro-Wilk: p=0.156). FIs are 
highlighted with light-grey color. 
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also conducted a qualitative post-study survey asking 
participants on the strategies they followed during 
password key creation.  

Analysis of results and interpretations 
The analysis of the results focuses on understanding 
the influence of cognitive strategies on the security 
aspects of graphical password composition. We first 
report the security analysis of the created passwords, 
in terms of password strength and complexity as 
security metrics. Next, we report a gaze-based security 
analysis, as FDs and FIs differ in terms of visual search 
behavior, reflecting on the number of items fixated on 
[19]. Finally, we report a supportive qualitative analysis 
of the approaches followed by FDs and FIs to create 
graphical passwords.  

Graphical key strength and complexity analysis of the 
selected keys 
To measure the password strength, we used a brute-
force approach (i.e., check of all possible password 
combinations of GUA passwords comprising of five 
unique images starting from the upper left of the grid 
and traversing it row by row). The practical strength 
was measured in terms of number of guesses needed 
to crack each password. The data were not normally 
distributed across all independent variables, and thus 
we performed the non-parametric Independent-
Samples Mann-Whitney U Test for each independent 
variable (cognitive strategy and device type). The 
Independent-Samples Mann-Whitney U Test met all 
assumptions and revealed a statistically significant 
difference in practical password strength between the 
different cognitive strategies, p=0.038, with a mean 
password strength 9,124M for FIs and 5,781M for FDs 

(Figure 4). No effect was revealed for different device 
types. 

To measure the per-user password complexity we used 
Sun et al.’s equation, as it focuses on graphical user 
authentication schemes [22]: = × log + + 		(2) 
Where Sp is the length of the graphical key; Lp is the 
physical length of the key, Ip is the total number of 
intersections; and Op is the number of overlaps of the 
password pattern. The higher the score, the more 
complex the password is. We performed a two-way 
ANOVA to examine the effect of cognitive strategy and 
device type on the per-user password complexities. All 
assumptions were met (i.e., there were no outliers; PSp 
was distributed normally; PSp variance was 
homogenous). There was a main effect of cognitive 
strategy on passwords’ complexities across device 
types (F=5.501, p=0.023, partial η2=0.109), with FIs 
having created more complex passwords than FDs (FI: 
22.254 ± 1.927; FD: 19.731 ± 3.807), as depicted in 
Figure 5. No main effect of device type, nor any 
interaction with cognitive strategy were revealed. 

Security analysis based on the eye-movement behavior 
during key composition 
Our gaze-based security analysis is based on the gaze-
based key-pool Kp of each participant (i.e., the total 
images each participant fixated on, rather than the 
total images of the grid). Based on this, we calculated 
the gaze-based entropy HA (i.e., the entropy calculated 
based on the gaze-based key-pool explained 
previously) using equation (1). We performed a two-
way ANOVA to examine the effect of cognitive strategy 

 

 

 

 

 

 

Figure 4. FIs created stronger 
passwords than FDs (9,124M 
guesses needed to crack FIs’ 
passwords; 5,781M guesses 
needed to crack FDs’ passwords. 

 

 

Figure 5. FIs created more 
complex passwords than FDs (FI: 
22.254 ± 1.927; FD: 19.731 ± 
3.807) according to Sun et al. 
[22] equation. 
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and device type on the gaze-based entropy. All 
assumptions were met (i.e., there were no outliers; HA 
was distributed normally; HA variance was 
homogenous). The gaze-based entropy of FDs and FIs 
differed significantly, regardless of the device type used 
(F=11.98, p=0.001, partial η2=0.203). FIs had greater 
gaze-based entropy than FDs (FI: 28.83 ± 0.67; FD: 
25.56 ± 0.68), as depicted in Figure 6. In particular, FI 
users fixated on significantly more images than FD 
users and thus, the entropies indicated that FI users 
had more chances of creating more secure passwords 
than FD users since they used a bigger key pool to 
select their images. No main effect of device type, nor 
any interaction with cognitive strategy were shown.  

Qualitative analysis 
To further provide supportive insights for the 
conclusions drawn from the security analysis we 
performed a qualitative analysis on the user interviews’ 
data. After completing the task, participants were 
asked on the strategy they followed to create their 
graphical passwords. FDs reported creating their 
authentication keys in a random way based on images 
that caught their attention or images related to things 
they like. In addition, quite often they reported of not 
reading the instructions and being unaware of the GUA 
policy. As a result, they had difficulties in remembering 
the selected key when they were asked to login 
immediately after registering and most FD users 
answered negatively in the question of whether they 
would remember their graphical key after one month.  

On the other hand, FI users took more time to read the 
instructions carefully, browse the images and select 
their authentication keys. Their selection strategy was 
mainly based on their daily routine and included images 

related to their hobbies. Others created stories starting 
with an image they liked and associated the order with 
the stories they made up. The majority of FIs were 
positive that they would remember the created keys 
after one month, and most of them did not face any 
difficulty with remembering their key when they were 
asked to login immediately after registration. 

Interpretation of results 
The analysis of results allows us to draw conclusions in 
regards to the effect of FD-I during graphical key 
creation. Security analysis of the selected graphical 
passwords revealed statistically significant differences 
in strength and complexity for individuals of different 
cognitive strategy groups. However, no effect was 
revealed regarding the device type. Gaze-based 
security analyses revealed that individuals who follow 
different cognitive strategies fixated on statistically 
significant different number of images, which is 
reflected on the gaze-based entropy. In all cases, FI 
individuals created more secure passwords than FDs, in 
terms of password strength, complexity, and gaze-
based entropy.  

The quantitative findings are related to the qualitative 
data derived from participants’ interviews. FI 
individuals reported that they selected their passwords 
on stories they made reflecting their hobbies, daily 
interests, etc. They tended to look for specific images 
to fill their stories, following an analytical approach. On 
the other hand, FD individuals reported that they 
selected images that caught their attention at first 
sight, in a random order, without making associations 
between the selected images. In contrast to FI 
individuals, FD individuals tended to follow a more 
holistic approach to create graphical passwords.  

 

Figure 6. FIs fixated on more 
images than FDs (FI: 28.83 ± 
0.67; FD: 25.56 ± 0.68), and 
thus they had a greater gaze-
based key-pool available. 
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Implications for further research 
In this paper, we reported an analysis on the security 
aspects of a recognition-based GUA scheme framed by 
individual differences in human cognitive strategies. 
The analysis revealed that FI users created more strong 
and complex graphical keys and they fixated on more 
images than FD users. This is related to the differences 
of the search strategies of the two groups. Replicating 
this study with recall-based GUA schemes, such as 
Microsoft Windows Picture Passwords [27], will allow us 
to further understand the effects of FD-I on GUA 
schemes. The study should be expanded to include 
login tasks in the long term to understand any burdens 
when using GUA schemes and accordingly provide 
guidelines for design. 

Our findings emphasize that people, depending on their 
cognitive strategy, create less secure keys than others, 
i.e., FD users follow a more random approach when 
selecting graphical passwords, while FI users, due to 
their analytical approach of visual search, scan a bigger 
part of the image grid to find images that complete the 
story they use to create their passwords. This 
behavioral difference necessitates the use of intelligent 
ways of guiding users to select more secure graphical 
passwords, by assisting them to scan the entire image 
grid through adjusting the GUA interface based on the 
individual cognitive strategies. Such methods would 
ensure that the practical entropy of the selected 
graphical passwords would be closer to the theoretical.  

Given that this study revealed a main effect of 
individual cognitive strategies on GUA tasks, a deeper 
analysis of the eye tracking data could suggest metrics  

for classifying users based on their cognitive strategy. 
In particular, these metrics could be used to train 
machine learning systems and perform implicit 
elicitation of the users’ cognitive strategies based on 
their eye movement behavior in real time. A user-
adaptive system would then provide the most suitable 
interaction interface for each target group, especially 
when it comes to the extremes of groups, where 
holistic or analytical eye-gaze behaviors are expected 
to be more prominent.  

Conclusion 
This paper revealed that cognitive strategies of users 
have a main effect on the generated key strength and 
complexity of recognition-based GUA schemes. Users’ 
cognitive strategies are reflected on the number of 
fixated images during key creation with the gaze-based 
entropy of FIs being significantly greater than the gaze-
based entropy of FDs. Bearing in mind that recent 
research attempts [13] are trying to incorporate novel 
authentication schemes based on eye tracking methods 
and users’ gaze patterns, studies like the reported one 
provide valuable insights for further understanding the 
complexity and interplay among users’ high-level 
cognitive strategies, and eye gaze behavior within 
graphical authentication tasks. In addition, the study 
indicates that socio-cognitive theories, like the FD-I 
theory, can be considered as applicable analysis 
frameworks which are necessary within nowadays 
complex computation realms. 
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