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ABSTRACT

Biometric technologies are being considered lately for student iden-
tity management in Higher Education Institutions, as they provide
several advantages over the traditional knowledge-based and token-
based authentication methods, i.e., biometrics provide high security
entropies, convenience and a sense of technological modernity to
the end-users. While biometric technologies have many benefits
from both a security and usability point of view, still there is a
need for innovative user identity management solutions that con-
tinuously identify and authenticate students during academic and
teaching activities. In addition, biometrics entail several threats and
weaknesses with regards to the privacy of data stored about the
user, which negatively affect the user acceptance and the wider
adoption of biometrics due to regulatory and legal issues. In this
paper, we refer to our ongoing research on intelligent and contin-
uous online student identity management for improving security
and trust in European Higher Education Institutions. We further
highlight based on the literature, existing challenges, threats and
state-of-the-art approaches with regards to preserving the privacy
of biometric-driven data.
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1 INTRODUCTION

User identity management is a critical aspect of any information
system today aiming to assure that end-users have the appropriate
access to sensitive data and services. Core components of user iden-
tity management relate to: i) user authentication aiming to validate
that the end-users are allowed to access the system by requiring
them to provide various authentication factors, or a combination of
them (e.g., textual and graphical passwords, push notifications on
smartphones, Time-based One Time Passwords (TOTP), graphical
Transaction Authentication Numbers (PhotoTAN), biometrics, etc.)
[1, 2, 3]; ii) continuous user authentication and identification aiming
to verify the end-user’s identity in real-time (after successfully au-
thenticating), while carrying out tasks [4, 5]; and iii) access control
aiming to regulate user access to the system resources [6].

In this context, biometric-based authentication within user iden-
tity management represents a significant and evolving field of re-
search and practice [9], as it entails several benefits from both a
security and usability point of view. Specifically, biometrics can
create high entropies of the secret biometric data used for authenti-
cation, minimize administration expenses, offer convenience to end-
users compared to traditional knowledge-based (e.g., passwords)
and token-based (e.g., TOTP) solutions, and they provide a sense
of technological modernity to the end-users [10, 11]. Common
approaches for biometric-based authentication are based on the
end-users’ physical (e.g., fingerprint, iris, face, voice, etc.) and/or
behavioral characteristics (e.g., typing patterns, interaction patterns,
engagement patterns, etc.) [7, 8]. Such technologies have become an
important means for enforcing strict security policies in a variety
of domains such as government, education, etc. [9, 10, 12].

2 BIOMETRICS IN THE HIGHER EDUCATION
DOMAIN

Higher Education Institutions (HEIs) already started considering
the adoption of biometric technology for seamlessly identifying
and/or authenticating students within teaching and learning activi-
ties, academic services, etc. The need for such solutions has become
even more evident due to the new COVID-19 pandemic, in which
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most HEIs adopted a fast transition towards a completely online aca-
demic, teaching and learning paradigm. This transition embraces
severe challenges related to deploying trustworthy and credible
user identity management solutions aiming to enforce academic
integrity in online examinations, course attendance, minimize ad-
ministration expenses, as well as offer convenience to the end-users.
However, nowadays, user authentication in most online learning
platforms is compromised only by the user login task based on a
single-point of entry (i.e., typically through a traditional password
system). As such, it remains questionable whether the user who
logged in, is in reality the one who attends or fulfills the educational
activities.

One direction to address the aforementioned issues is to de-
sign, develop and evaluate an integrated and multi-tier framework
for student identity management by utilizing privacy-preserving
biometric-based solutions for face-, voice- and interaction-based
continuous user authentication and/or identification techniques
for higher education. For face-based identification, one approach
would be to process real-time video data collected through low-
cost Web-based camera devices. This can be achieved using diverse
image processing and computer vision techniques for face recogni-
tion, based on either classical approaches like eigenfaces [13], or
recently popular deep learning approaches [14, 15]. Specifically,
face biometrics would be performed through face recognition and
analysis, combined with eye gaze behavior biometrics by analyzing
the end-users’ eye gaze data and visual behavior during interaction
(e.g., [16, 17]). For voice-based identification, voice data would be
collected through built-in microphone devices aiming to identify
users in real-time by extracting features via state-of-the-art signal
processing techniques (e.g., [18, 19, 20]). Finally, interaction-based
analysis techniques based on keystroke dynamics, interaction be-
havior, etc. (e.g., [21]) would identify and authenticate the end-users
based on their interaction behavior in real-time.

Such an endeavor entails several challenges with regards to
preserving the privacy of the biometric data stored about the end-
users. Such challenges and state-of-the-art mitigation solutions are
described next.

3 PRIVACY-PRESERVING CHALLENGES OF
BIOMETRICS AND STATE-OF-THE-ART
APPROACHES

Core threats and challenges for designing secure and privacy-
preserving biometric technologies, as discussed in [7, 8, 11, 25],
relate to: i) security of biometric data: in several cases biometric data
are not secret (e.g., fingerprints can be extracted from surfaces that
the user touched, faces can be easily acquired from public online
sources, voices can be recorded, etc.) [8]; ii) privacy of biometric
data: biometric data that are stored could expose sensitive informa-
tion about the end-users (e.g., ethnic origin, health information, etc.)
[11]; and iii) revocability of biometric data: in case biometric data
are compromised, it is nearly impossible to revoke the biometric
data of the end-users [8].

Hence, there is a strong need to implement and deploy innova-
tive solutions aiming to assure that biometric data are processed
and stored in such a way to achieve high levels of security and
sustain privacy-preservation aspects. To this end, state-of-the-art
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approaches (see [7, 8, 11, 24, 25] for a detailed analysis of such
approaches) for preserving the privacy of biometric-driven data
include: i) biometric templates, which are digital representations of
certain features extracted from a biometric sample (e.g., the shape
of a user’s hand), without storing the exact raw biometric data of
the user to avoid potential privacy issues in case of a compromised
data set; ii) biometric encryption techniques have been employed
to address privacy issues in biometrics. Given the high variability
of biometric data, traditional cryptographic hashing approaches
may not be suitable for biometric data [11], hence, different crypto-
graphic tools have been applied such as homomorphic encryption
(see [11, 25] for a detailed analysis of such cryptographic tools);
iii) protocol-based approaches have been proposed in order to pro-
tect the privacy of biometric data, e.g., secure multiparty compu-
tation protocol, zero-knowledge proof protocol, etc. [25]; and iv)
blockchain technology has specific features that can address several
of the existing challenges in privacy-preserving biometrics, i.e., its
distributed nature addresses the problem of single-point of failure,
elimination of third-parties and potential privacy leakage, monitor-
ing and access to trustable and unmodifiable history logs [6, 22, 23,
24].

4 CONCLUSIONS

In this paper, we overview existing challenges and commonly
adopted approaches for privacy-preserving biometric-driven data
for user identity management. Specifically, in the context of HEISs,
the COVID-19 global pandemic catalyzed the need for continuous
student authentication during online activities, such as exams, and
laboratory or practical classes. Ongoing research on face-, voice-
and interaction-based authentication pave the way for the global-
ized adoption of reliable automatic authentication techniques, but
also impose important privacy, security, ethical and user experience
concerns. Our future work on these topics aims to provide innova-
tive and credible identity management methods for continuously
identifying students during online learning activities, by applying
a User-Centered Design (UCD) methodology to promote and build
new knowledge grounded on evidence-based research, through the
implementation of several end-user studies with different Higher
Education Institutions in Europe.
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