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ABSTRACT

In this paper, we propose an eye gaze-driven metric based on
hotspot vs. non-hotspot segments of images for unobtrusively
estimating the strength of user-created graphical passwords by
analyzing the users’ eye gaze behavior during password creation.
To examine the feasibility of this method, i.e., the existence of
correlation between the proposed metric and the strength of
users’ generated passwords, we conducted an eye-tracking study
(n=42), in which users created a graphical password with a
personalized image that triggers declarative memory of users
(familiar image) vs. an image illustrating generic content
unfamiliar to the users’ episodic and semantic memory (generic
image). Results revealed a strong positive correlation between
the password strength and the proposed eye gaze-driven metric,
pointing towards a new direction for the design of intelligent eye
gaze-driven graphical password schemes for unobtrusively
assisting users in making better password choices.
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1 INTRODUCTION

Intelligent user authentication schemes are moving in the
center of attention lately [1, 3, 7-9, 16] aiming to assist users
with the creation of secure and memorable passwords. Focusing
on graphical user authentication (GUA) schemes, which require
users to select images (or parts thereof) as their secret password,
state-of-the-art research has provided evidence that the
background images influence the strength of the graphical
passwords [3, 29, 30, 34, 35].

A key issue in GUA schemes relates to the existence of
hotspots (points on an image that attract users to select them) [29,
34], thus, leading to the creation of easily predictable passwords
which are prone to automated attacks [33]. Several works have
focused on preventing users from making poor password
selections, mainly by limiting the available choices during
password creation. Chiasson et al. [6] proposed a scheme in
which users’ choices are limited to one click-point per image for
a total of five images. In their subsequent work, Chiasson et al.
[5] used a viewport that highlights a random small area of the
image aiming to persuade users selecting passwords that are less
likely to include salient regions. Bulling et al. [3] proposed to
hide potential hotspots using saliency maps, thus, preventing
users from selecting them as part of their passwords. Thorpe et
al. [28] used the “presentation effect” that gradually reveals the
underlying image to influence users’ choices during password
creation. Katsini et al. [17] used a similar fade-out effect which
starts from the highest saliency mask level and gradually reveals
the image based on users’ cognitive processing styles.

The discussed works primarily focus on alleviating the
hotspots issue by intervening in a rather obtrusive way during
password creation to influence users towards making better
decisions. Given that the creation of a graphical password is a
visual search task, and considering that various images contain
hotspots, eye-tracking technology could be used to shed light on
how users’ gaze paths relate to hotspots, and eventually predict
whether users may select passwords within hotspot segments.
While attempts have been made towards improving and
estimating the security of user authentication schemes by using
eye-tracking technology [2, 3, 18, 21, 22, 27], to the best of the
authors’ knowledge, no research attempts have been made to
estimate the strength of the potential password in GUA schemes
by considering the users’ eye gaze data on hotspots in an
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unobtrusive way. Bearing in mind that individuals who produce
fixations on image segments tend to select them as part of their
password [25], and that users’ visual behavior is affected by the
hotspots on an image and the users’ familiarity with the image
[7, 10], we propose an eye gaze-driven metric based on hotspot
vs. non-hotspot segments of the image for unobtrusively
estimating the strength of user-created passwords by analyzing
the users’ eye gaze behavior during password creation.

2 ESTIMATING GRAPHICAL PASSWORD
STRENGTH USING EYE GAZE-BASED
ANALYSIS

Considering that hotspot selections negatively affect the
strength of a graphical password, we focus on estimating the
potential strength with respect to users’ eye gaze behavior on
hotspots during graphical password creation. To capture the
variability of users’ eye movement characteristics, we rely on the
gaze transition entropy proposed by Krejtz et al. [20]. In
particular, we focus on estimating the stationary entropy Hs,
which captures the distribution of fixations over the stimulus
(i.e, areas of interest (AOIs) in which the eye-tracking metrics
are applied). Lower values of Hs indicate that fixations tend to be
concentrated on certain AOIs, while greater values of Hs occur
when the visual attention is distributed more equally among
AOIs. Stationary entropy Hs was conducted using Shannon’s
entropy equation expressed as:

N
1
H(0 = ) i+ 1oga () (1)
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where X is the set of fixations for each user, N is the number
of the available AOIs, and p is the probability of a user to fixate
on AOI i Considering that fixation duration correlates with
cognitive processing [14, 24] and that users who exhibit longer
fixations on AOIs tend to select them [25], we compute the
probability pi as follows:

N
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where d; is the distribution of pi across N, representing the
total fixation duration on AOI i By applying equation (2) to
equation (1), we compute the entropy of fixations as follows:
N

d;
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N=3: the image is divided into three vertical AOIs [20].
Building on existing work [18], we compute the potential
strength of the graphical password using the gaze-based entropy

metric as follows:
L Hpool
HEP) =)
k=1 j=1

L=3: the graphical password consists of three gestures.

Unlike [18], we consider only the segments covering the
hotspots of the image. Therefore, we define the Hpool as the
number of available hotspots choices on an image. Given that
longer fixations on hotspot choices increase the likelihood that
users will potentially choose them as part of their passwords, d;
represents the total fixation duration on hotspot choice j.

d:
2 * logz(Hpool) (4)
ool
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Since hotspot selections lead to weak graphical passwords,
we take an extra step to penalize fixations on hotspots.
Considering the additive nature of Shannon’s entropy [19], we
subtract fixations on hotspots as calculated in equation (4) from
the fixations on AOIs as calculated in equation (3). Therefore,
equations (3) and (4) are combined as follows:
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Equation (5) represents the eye gaze-based metric used for
the estimation of the potential graphical password strength in
terms of entropy. The higher the gaze-based entropy a user has,
the higher the chance a strong password will be created.

3 FEASIBILITY STUDY

3.1 Research Question

ROQ. Is there a correlation between the proposed metric from
equation (5) and the password strength in GUA schemes?

3.2 Study Instruments and Metrics

3.2.1 Graphical User Authentication Scheme. We implemented
a Web-based cued-recall graphical authentication scheme,
similar to Windows 10™ PGA [15], in which users can create
gesture-based passwords on a background image that acts as a
cue. Three types of gestures are allowed: taps, lines and circles.
The image is divided in a grid containing 100 segments on the
longest side and scaled accordingly on the shortest side. The
mechanism allows for a tolerance distance (36 segments around
each selected segment are acceptablel! [17]), but there is no
tolerance regarding the ordering, type, directionality of gestures.

3.2.2 Image Types. We expect that users will follow different
approaches during password creation depending on the image
content delivered to them (i.e., familiar vs. generic images) [8, 9].
Furthermore, we expect that users from the familiar image group
will make less hotspot selections for their passwords. This is
based on sociocultural theories which state that familiar images
will trigger users’ episodic memories (i.e., the part of long-term
memory that involves the recollection of personal experiences in
events and certain situations) [31], which could affect them in
choosing segments related to their personal experiences with the
depicted content rather than to hotspots which attract visual
attention by default and are more easily remembered by users.
Hence, to better control the study, we chose two specific image
sets: i) personalized images: familiar images highly related to the
participants’ daily life context, i.e., lab rooms, cafeteria, etc.; and
ii) generic images: images illustrating generic content unfamiliar
to the users, i.e., with generic sceneries and people.

The selection of images was based on research that has
shown that users tend to select images illustrating people [1, 11]
and scenery [11, 36]. To minimize bias effects of using one image
per group, we provided a set of nine images per group and users
could select only one image from their corresponding image set.

1 bit.ly/2tmvOru



Figure 1. At the top, a generic image depicting a generic
scenery with people (left), and a familiar image depicting a
lab room at the participants’ University (right). At the
bottom, the saliency maps of the images are depicted.
Considering that the number of hotspots and the image
complexity affect the password strength [17, 35], we chose
images of similar number of hotspots and complexity between
and within images belonging to the two groups. To calculate the
number of hotspots, we followed a semi-automated approach
through a combination of computer vision techniques for object
detection?3, and a combination of saliency maps* and saliency
filters [23] for the salient segments. Furthermore, we assessed
the equivalence of the two image sets by calculating the image
complexity through entropy estimators’ [4]. Figure 1 illustrates
two example image types and their saliency maps.

3.2.3 Apparatus. The study was conducted using a personal
computer with a 24” monitor at a screen resolution of 1920x1080
pixels. To capture eye movements, we used the Gazepoint GP3
eye tracker [13]. No equipment was attached to the participants.

3.2.4 Password Strength Metric. We measured the number of
guesses required to crack passwords, a widely used password
strength metric [36, 37]. Following existing approaches [17, 26,
36, 37], we used a brute-force attack starting from the segments
covering the hotspots, then checking the neighboring segments,
and finally checking the rest of the segments. The final number
of guesses represents the strength of the graphical password.

3.3 Sampling and Procedure

3.3.1 Participants. A total of 42 individuals (13 females)
participated in the study, ranging in age between 20-32 years old
(m=24, sd=3.1). Participants were split evenly into two groups,
and the image type was randomly varied across all users. To
increase the internal validity of the study, we recruited
participants that had no prior experience with PGA-like
authentication mechanisms, and had spent the last three years at
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the University campus, assuming they would have had
experiences within the University’s context.

3.3.2 Experimental Design and Procedure. We adopted the
University’s human research protocol that takes into
consideration users’ privacy, confidentiality and anonymity. All
participants performed the task in a quiet lab room with only the
researcher present. The study involved the following steps: first,
participants signed a consent form. Next, they completed a
questionnaire on demographics and the eye-calibration process
followed. Next, the participants were introduced to a demo page
to familiarize themselves with the process of drawing gestures.
Half of the participants received a selection of nine familiar
images, and the other half a selection of nine generic images. To
increase ecological validity and keep security as a secondary task
[12], participants were requested to create a user account using
our PGA scheme, in order to use this account in the subsequent
weeks for accessing student materials within a University’s
course Website. First, they selected one image out of the nine
available images, on which they drew three gestures using a
computer mouse. To confirm their password, they were
requested to reproduce the initial three gestures.

4 ANALYSIS OF RESULTS

In the analyses that follow, data are mean + standard error,
unless otherwise stated. There were no significant outliers.

To investigate our RQ, we performed a Pearson’s Product
Moment correlation test, between the gaze-based entropy from
equation (5) and password strength. The analysis revealed a
strong positive correlation between gaze-based entropy and
password strength (r=.562, p<.001) as shown in Figure 2 (left).
The higher the gaze-based entropy, the stronger the graphical
password. We further ran an independent-samples t-test to
investigate the effect of image type on gaze-based entropy
revealing that entropy between the groups was significantly
different (#35)=2.834, p=.008); the familiar group had an entropy
of 11.71 + 6.71, while the generic group had an entropy of 6.12 +
5.22. To get further insights about the correlation, we computed
the percentages of fixation count and fixation duration on
(non)hotspot segments of the image. Users of the generic group
exhibited more and longer fixations on hotspots vs. non-
hotspots compared to the users of the familiar group, as depicted
in Figure 2 (middle) and Figure 2 (right) respectively.

Results have shown that the proposed gaze-based metric is a
credible predictor of password strength based on how user’s
attention shifts and is distributed between AQIs, and how many
hotspots have been explored (Figure 2 middle) and for how long
(Figure 2 right). Such a metric could be a valuable tool for
security experts for calculating the practical security of a GUA
scheme aiming to estimate how strong the graphical password
will be, without intervening in the password creation task.
Compared to traditional password strength meters that intervene
in the user interaction by requiring users to first enter the
password and then provide a strength estimation [32], the
proposed metric provides an unobtrusive way to influence users
towards better password decisions until a certain level of eye
gaze entropy is reached.



90
80
70
60
50
40
30
20
10

Image Type

Password Strength
on (non-) hotspots

% of fixation count

90

c

Co «»n 8

%8

Ca 70

3£ e
Segments .g 5 Segments
- S< s [ Hotspots

Hotspots B oo g [ Non-hotspots

[ Non-hotspots £ © ’

= £ 30

o

o § 20

=

Generic

Entropy Image Type

Familiar

eneric miliar

Image Type

Figure 2: Scatter-plots for password strength and entropy (left). Percentage of fixation count (middle) and fixation duration

(right) on hotspots vs. non-hotspots across the two groups.

5 IMPLICATIONS

Findings of this work point towards a new direction for the
design of intelligent eye gaze-driven graphical password
schemes for unobtrusively assisting users in making better
password choices. Specifically, we envision an intelligent eye
gaze-driven graphical password scheme (Figure 3), which
consists of the following components:

Image Engine: Responsible for the retrieval, analysis, and
filtering of the images that will be used in the GUA scheme.
Images could be fetched from online sources® or uploaded by the
end-users. To ensure that the candidate images contain visually
rich content (in terms of number of attention points they entail),
the image complexity will be calculated through a combination
of saliency maps [23] and entropy estimators [4]. With respect to
the detection of hotspot segments contained in each image, a
combination of saliency maps similar to [3] and [23] will be
used. Furthermore, we expect that users will make their
password selections around objects easily distinguishable from
their surroundings on the image [29, 37]. Therefore, an extra step
will be taken to consider these objects as potential hotspots
using object detection mechanisms?3. Finally, the filtering
mechanism will filter out inappropriate candidate images (e.g.,
simple images with limited number of attention points).
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Figure 3. An intelligent eye gaze-driven GUA scheme
assisting users towards making better password choices.

6 developers.google.com/custom-search

Eye-Tracking Software: Responsible for capturing users’ visual
behavior during graphical password creation. The hotspot
segments detected by the Image Engine will be automatically
applied in the software. During users’ interaction with the GUA
scheme, the proposed eye gaze-driven metric will be calculated
in real-time, thus, allowing for unobtrusively estimating the
potential password strength by considering the hotspot
segments of the image. Finally, the end-users will be notified
whether they are moving towards the creation of a weak or a
strong password.

6 CONCLUSIONS

In this paper we proposed an eye gaze-driven metric for
unobtrusively estimating the strength of user-chosen graphical
passwords based on eye gaze variability and attention on
hotspots during graphical password creation. These constitute
the basis of an intelligent eye gaze-driven graphical password
scheme (Figure 3) for unobtrusively assisting users in making
better password choices during password creation.

Limitations relate to the nature of the in-lab eye-tracking
study in which the users’ selections might have been influenced,
however, no such comment was received from our participants.
Also, we used a rather simple guessing algorithm to measure and
compare the strength of the user-chosen passwords since the
aim of this work was not to create and test another cracking
algorithm, but instead a valid baseline approach for measuring
and comparing the users’ graphical password strength.
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