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This paper investigates the trade-off between security and
usability in  recognition-based graphical authentication
mechanisms. Through a user study (N=103) based on a real usage
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spot” exists between security and usability in graphical

auth.enticatio.n aPproaches on the basis of adjustir}g accordingly 1 INTRODUCTION

the image grid size presented to users when creating passwords.

The results of the study can be leveraged by researchers and A user authentication mechanism has two symbiotic pillars at its

practitioners engaged in designing intelligent graphical core, security and usability. Secure mechanisms force users to set

authentication user interfaces for striking an appropriate balance up passwords that are resilient to authentication attacks, by

between security and usability. typically constraining the types of passwords accepted. On the
other hand, better usability is typically reflected by the users'

CCS CONCEPTS ability to construct and remember their secret passwords easily.

. o - These t ill ft, tradicting i ture, si
. Human-centered computing — Empirical studies in HCI « ese two pillars are often contradicting in nature, since more

Security and privacy — Usability in security and privacy. secure passwords are also inherently less intuitive and

memorable. As a result, security experts are currently struggling
to come up with new authentication approaches that strike a
balance between security and usability [1].

Graphical User Authentication (GUA) is one such approach,
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[21, 22], or select pictures from a pool of alternatives, which are
presented to users as a grid of images, during the sign-up
process (known as recognition-based mechanisms) [4, 5, 3].

Research on recognition-based graphical authentication 1is
primarily motivated by two factors that mostly relate to usability
[2, 17]: i) they leverage the picture superiority effect, claiming
that pictures are better recognized and recalled by the human
brain than textual information [2, 12, 13]; and ii) they offer more
usable interaction capabilities (e.g. quickly selecting images
through finger touch on the screen) [2, 5].

With regards to security, an important countermeasure
against password hijacking attacks is to increase the set of
images offered as choices during password selection. In theory,
this reduces the likelihood of successful attacks, since an
attacker's workload increases in accordance to the number of
possible image permutations that need to be checked. This paper
observes, however, that increasing the amount of images beyond
a certain threshold could lead to degradation in usability, which
may potentially counteract entirely the benefits of GUA.

In light of this observation, it is important for GUA designers
to understand precisely the interplay of usability and security in
This paper
postulates three hypotheses regarding the correlation of the

such alternative authentication mechanisms.
number of images presented to users at sign-up, with the
security and usability properties of GUA:

e Increasing the amount of image alternatives beyond a
certain threshold yields fewer benefits in terms of security
than what is initially expected. This is because, although in
theory having more images to choose from implies a larger
search space for attackers, in practice, users are often
influenced by the presentation layout of the corresponding
images. They therefore tend to follow predictable patterns
when choosing a password. Attackers can exploit such
patterns in order to crack GUA passwords much faster than
what is expected due to the asymptotic complexity of the
attacking algorithms.

e Increasing the number of image alternatives during the

the

usability of GUA mechanisms: users are more likely to forget

password selection phase inadvertently impacts
their password when asked to choose from an increasing
number of possible alternatives.

e Limiting the number of alternatives beyond a certain value
may cause the opposite effect: users are not able to attach
semantic meaning to their choice of images, therefore leading
to less memorable secret passwords.

Through a user study based on a real usage scenario, we
provide evidence to back up the abovementioned hypotheses.
Our analysis then draws novel insights to drive the design of
future GUA mechanisms that properly account for both the
stringent security and usability requirements in today's user

authentication landscape.
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2 METHOD OF STUDY

The research instruments utilized in the study include: i) a
recognition-based GUA mechanism; ii) a traditional desktop
computer; and iii) a wearable eye-tracking device.
Recognition-based Graphical Authentication Mechanism. A
user authentication mechanism (Figure 1) was designed and
developed following guidelines of state-of-the-art graphical
[3], Passfaces [4]
During sign-up, users created a graphical

authentication approaches: DejaVu and

[5].

password by selecting a fixed number of five unique images (in a

ImagePass

particular order) from a static grid of images (image sizes were
100x100 pixels). The choice of password length was based on
existing works and is typical in recognition-based graphical
authentication [2, 6].

Interaction Device. The graphical authentication mechanism
was deployed on traditional desktop computers (Intel core i7
with 8GB RAM, 21-inch screen size monitor, standard keyboard
and mouse).

Eye-Tracking Device. The Tobii Pro Glasses 2 [7] wearable
eye-tracking device was used to capture the users’ eye gaze
during password selection. The device has the following
specifications: 100 Hz gaze sampling frequency, 4 eye cameras,
H.264 1920x1080 pixels at 25 fps.

Please create your secret key

Select exactly 5 images in a specific order for creating your secret key. You cannot use the same image
multiple times. You can drag and drop your selected images to change the order of your secret key

Your secret key
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Figure 1: Graphical authentication mechanism during
login.

2.1 Procedure

The
enrolment/registration process for a real-life service in order to
increase the ecological validity of our study. The study was
conducted in a quiet room in a lab, and each participant was
asked to sit in front of a computer at about a 40-cm distance

GUA mechanism was used in the context of an

from the screen. Initially, the participants were introduced to the
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procedure of the study, having fully familiarized themselves with
how the GUA mechanism and eye-tracking equipment work.
Participants wearing glasses were allowed to wear the eye-
tracking equipment on top of their glasses.

Following a between-subject study design, we split users into
four different groups based on the number of images contained
in the initial grid of images (i.e. 30, 60, 90, and 120). Our choice of
a baseline image grid size was influenced by common practice [2,
6], i.e. we initially used a grid of 120 images. We then gradually
reduced the size (by decrements of 30 images) in order to
investigate its effect on usability and security aspects of GUA.
Images were grouped in 10 semantically meaningful categories
(e.g. food, fruit, sport objects, etc.), initially containing 12 images
each. Images were not randomized across users aiming to control
security and usability aspects beyond the grid size. Starting from
the 120- to the 30-grid, we randomly removed the same amount
of images (i.e. 3 images) from each category, therefore keeping
the relative positions of images, and the distribution of image
types, stable across image grids.

The participants first signed up to the service by creating a
graphical password and subsequently logged in to access the
service right after the creation of their password. The reasoning
behind this was to control the effect of grid size on login
efficiency by avoiding interference of repeat-login effects on the
dependent variable. During login, users were required to identify
(in the correct order) the five selected images from a grid of
twenty-five images (Figure 1).

At the end of the experiment we asked the participants to
comment on their experience with the GUA mechanism, their
perceived usability, and the strategies they followed when
selecting their graphical key.

2.2 Data Collection

For analyzing the security strength of the generated graphical
passwords, the images selected for each password were saved in
a database. To analyze the GUA mechanism’s usability, we used
two metrics: i) graphical password creation time, which was
measured from page load (after training) until the user
successfully created the graphical password; and ii) login time,
which was measured by keeping track of the time elapsed from
first to last image selection (for successful attempts only).

2.3 Participants

A total of 103 individuals participated (43 females, 60 males),
ranging in age from 18 to 47 (m = 24.61; sd = 6.02). The ages of
the participants were normally distributed according to Shapiro-
Wilk’s test (p > .05). All participants had prior interaction
experience with desktop computers. No participant was familiar
with the utilized recognition-based graphical authentication
mechanism beforehand.

Participation was voluntary and all users provided consent to
record their interactions with the GUA-supported system. Also,
the participants could opt out of the study any time they liked.
Details about the study were not provided until the end to avoid
bias effects.
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3 SECURITY ANALYSIS

3.1 Theoretical vs. Practical Strength of GUA
Passwords

The security analysis focuses on: (1) the theoretical security
strength of GUA passwords, which is measured by the average
combinations required to crack a password selected at random;
and (2) the practical security strength of GUA passwords, which
is calculated by measuring the resistance of user-selected
passwords to an offline brute-force attack. For calculating
practical strength, we implemented a brute-force attack that
checks all possible permutations of GUA passwords comprising
five images, starting from the upper left corner of the image grid
and traversing it row-by-row. (Our choice of attacking method
was not entirely based on the best possible way to exploit the user
patterns revealed by our work. We rather opted for a mainstream
attacking method, to be used as a baseline security metric. As a
result, any reported compromises to security are conservative, given
that more sophisticated attacks could be wused to exploit
vulnerabilities associated to user behavior during password
creation, which are revealed in this paper. In future work, we plan
to explore other attacks that are more tailored to the identified
patterns.)

We measure practical strength by calculating the average
“guesses” performed per user until each corresponding password
is guessed correctly. The intuition behind this experiment is that,
more often than not, theoretical strength is not a representative
measure of the practical security strength of user-chosen
passwords [11], since users tend to choose their passwords
lightly, sacrificing security for convenience during password
selection.

Table 1 summarizes the theoretical and practical security
strength of graphical passwords for all four types of grids
considered. The results suggest that the practical security
strength of grid sizes of up to 90 images closely matches the
corresponding theoretical strength. This shows that, in practice,
the GUA approach under investigation is effective in terms of
security, with respect to the theoretical limits of an attacking
algorithm.

For a grid size of 120 images, however, the same observation
does not hold. In practice, the security strength of the GUA
mechanism was found to be a significant 22% less than what is
actually backed up by theory.

Table 1: Theoretical vs. practical security strength per grid.

Grid Theoretical Practical Variation
strength strength
120  11,434,681,440  8,938,727,736 -22%
90 2,636,956,080 2,708,735,227 +3%
60 327,690,720 322,632,269 -2%
30 8,550,360 8,907,618 +4%
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3.2 User Selections

The aforementioned results can be explained by investigating
how user selections are subconsciously affected by the size of the
image grid during sign-up. Figure 2 is an intensity map that
shows the frequency of image selections when users were asked
to create a password. In particular, it shows the layout of each of
the grids considered, with each cell representing a unique image.
Cell colors indicate the frequency at which each image was
selected as either the first, second, third, fourth or fifth image
(darker colors indicate higher frequencies). Based on the color
intensity distribution in each grid, at each step of the password
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selection process, we infer that for grid sizes of up to 90 images,
user choices are more evenly distributed across the entire grid.
Analysis of users’ feedback at the end of the study (see Section 5)
further suggests that users chose their password based on the
semantics of the images, rather than the order they are presented
to them. However, for the 120-image grid, we observe that users
tend to first choose images that appear earlier (upper part), and
gradually expand to the rest of the grid. This flow closely follows
the order at which a typical brute force attack checks all possible
permutations of GUA passwords, which explains why in practice
passwords are guessed much faster than what is actually
expected in theory.

Frequencies of Image Selections in each Grid across Users
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Figure 2. Frequencies of user image selections in each grid.

A chi-square goodness-of-fit test was further conducted to
determine whether the selected images are evenly distributed
across the entire image grid. We ran the test for each grid group.
The results reveal that in the case of the 120-image grid, the
number of selected images in the upper part vs. lower part of the
grid are statistically significantly different, )(2(1) =414, p < .001;
92 images (80%) were selected from the upper part, whereas only
23 images (20%) were selected from the lower part. For the 90-,
60-, and 30-image grids, the chi-square goodness-of-fit test
indicates that the selected images are more evenly distributed in
the upper and lower parts of the grid (p > .05).

Finally, a qualitative analysis based on the heat map shown
in Figure 3 further supports the aforementioned behavior of all
users who participated in the study that utilized the initial grid
of 120 images. It illustrates that the majority of users
conveniently focused mostly on the upper left corner of the grid,
as a result of having too many images to choose from.
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Figure 3. Heat maps based on fixation for the 120-image
grid.
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4 USABILITY ANALYSIS

4.1 Time to Sign-Up

This analysis examines the effects of grid size on time to sign-up.
There were no outliers in the data, as assessed by inspection of a
boxplot. The assumption of normality for time to sign-up was
violated for all image grids, as assessed by Shapiro-Wilk's test (p
< .05). Therefore, we conducted the alternative non-parametric
Kruskal-Wallis H test to determine if there are differences in
time to sign-up between groups of users that interacted with
different image grids. Distributions of sign-up times are similar
for all groups, as assessed by visual inspection of a boxplot.
Figure 4 illustrates the sign-up times per image grid.

Figure 4. Time to sign-up (sec) per image grid.

Median times are statistically significantly different between the
different grids, y»(3) = 1638.63, p < .001. Results reveal that the
90-image grid is the most usable in terms of time to sign-up.
Accordingly, pairwise comparisons were performed using
Dunn's procedure [9] with a Bonferroni correction for multiple
comparisons between the 90-image grid and all other grids.
Adjusted p-values are presented. This post hoc analysis reveals
statistically significant differences in median sign-up times
between the 30 grid (2367) and 90 grid (1313) (p < .001), the 60
grid (2148) and 90 grid (1273) (p < .001), and the 120 grid (3110)
and 90 grid (1630) (p < .001).

A qualitative analysis of the users’ feedback on their
experiences with the GUA mechanism (see Section 5) explains
the aforementioned results; the 90-image grid allows enough
flexibility for users to choose semantically meaningful graphical
passwords. Below this threshold, the options are limited,
whereas above the threshold, users are overwhelmed by the high
number of alternatives presented to them, therefore they need
more time to choose the images that will form their graphical
password.

4.2 Time to Login

We also analyze user login times for each image grid. Inspection
of boxplots revealed two significant outliers in the 30 and 120
grids, which were therefore removed. Normality of login times
was assessed by Shapiro-Wilk's test indicating that the data were
not normally distributed (p < .05). Hence, the non-parametric
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Kruskal-Wallis H test was conducted to examine if the different
image grids during sign-up have a main effect on login time.
Visual inspection of boxplot distributions revealed that login
times are similar for all groups. Figure 5 illustrates the login
times per image grid.

Figure 5. Time to login (sec) per image grid.

Median login times are statistically significantly different
between the different grids, yx3) = 594.92, p < .001. Furthermore,
pairwise comparisons reveal statistically significant differences
in median login times between the 30 grid (1104) and 60 grid
(835) (p < .001), the 30 grid (2034) and 90 grid (1369) (p < .001),
and the 30 grid (3639) and 120 grid (3485) (p = .018).

Results reveal that the 60- and 90-image grids were the most
usable in terms of login time. When employing the two extremes
(30- and 120-image grid), users required significantly longer
login times. As indicated by the qualitative analysis in Section 5,
in the case of the 30-image grid, users had a very limited number
of choices, preventing them from creating meaningful, and
therefore memorable, graphical passwords. On the other hand,
using a 120-image grid overwhelmed users with too many
options to choose from, who therefore made their choices based
on convenience and without attaching semantic meaning to their
password. This explains why users required significantly longer
login times, compared to the 60- and 90-image grids where they
were inclined to create more memorable graphical passwords.

5 QUALITATIVE ANALYSIS

In order to verify the conclusions drawn from our quantitative
analysis (Section 4), we also conducted a qualitative analysis on
the users’ feedback concerning the strategies they followed in
creating their graphical password, as well as their perceived
experience and usability.

A considerable number of participants of the 120-image grid
reported that they created their graphical password from images
that were positioned in the upper part of the grid, primarily
because they didn’t want to scroll to the lower part of the screen.
For example, a user stated, ‘T focused on the images of the upper
part that were presented in the grid as initially shown. I didn’t
want to lose time scrolling”.

Participants of the 30-image grid responded that they rather
randomly selected images from the grid because they didn’t have
many options to choose from, which disallowed them from
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attaching a meaningful story to the selected graphical key. A
user stated, ‘T randomly selected images from the grid. I would
have preferred more image alternatives to choose from, which
would have allowed me to pick a graphical password that I could
personally better reason about” This explains the increased
difficulties in recalling their graphical key, compared to the other
user groups, as they required more time to login. In addition,
when the same user group was asked whether they would
remember their graphical password after one month, the
majority answered negatively.

Participants of the 60- and 90-image browsed through most of
the available images and considered the entire image grid during
password selection, as it was easily visible/accessible on screen.
The strategy they followed for selection was based on their
preference towards specific categories (e.g. hobbies such as
football, tennis, etc., or favorite food such as pizza, sushi, etc.),
while others created stories based on their unique experiences. A
user stated, “I love sweets so I selected my favorite sweets such as
Haribos”, while another stated, ‘Tam hungry now so I selected my
favorite food, starting from pizza”. This further supports the
quantitative security results since users selected images evenly
from the entire grid based on their preference, hence the
practical entropy was fairly similar to the theoretical entropy. In
addition, the users perceived the usability of the GUA
mechanism since the majority stated that they did not face any
difficulties during login, and they positively responded when
asked whether they would remember their graphical password
after one month.

6 MAIN FINDINGS

The main findings of the paper reveal how the image grid size of
GUA mechanisms significantly affects: (1) graphical password
guessability; (2) time to sign-up; and (3) time to login.

Finding 1 — Mismatch between theoretical and practical
security for the 120-image grid. The quantitative and
qualitative security analysis revealed that the practical entropy
of the 120-image grid was significantly less than the perceived
theoretical entropy, since participants did not create random
graphical passwords and mostly selected images from the upper
part of the image grid. Based on the users’ feedback, the
participants were overwhelmed by the large number of choices
presented to them, and thus they chose images in accordance to
the way they were presented to them (focusing mostly on the
upper part of the screen, without scrolling down to consider
additional choices included in the lower part).

Finding 2 - Out of the image grid sizes considered in
this study, the 90-image grid is the most usable in terms of
graphical password creation. Results reveal that the two
extremes (30- and 120-image grids) are the least usable in terms
of time to create a graphical password. For the 30-image grid,
this can be explained by the fact that users are not provided with
an adequate number of images to choose from, which prevents
them from creating meaningful graphical passwords (as also
indicated by the qualitative analysis). As a result, it takes longer

257

WI 17, August 23-26, 2017, Leipzig, Germany

to choose images to create a meaningful graphical password. On
the other hand, the 120-image grid overwhelms users with an
abundance of choices, which leads to an increase in the time
spent creating a graphical password. Overall, the 60- and 90-
image grids are found to be more usable, with the 90-image grid
significantly outperforming the rest in terms of time to create
the graphical key.

Finding 3 - Out of the image grid sizes considered in
this study, the 60- and 90-image grids are the most usable
in terms of graphical login. Similar to Finding 2, the 30- and
120-image grids are the least usable in terms of time to login. The
limited number of choices in the 30-image grid prevented users
from creating meaningful, and therefore memorable, graphical
passwords. Hence, login times increased as participants couldn’t
memorize well their graphical passwords. Regarding the 120-
image grid, users were overwhelmed by an increasing number of
possible choices and therefore tended to ignore the semantic
meaning of images when constructing their graphical passwords.
This resulted in less memorable passwords and therefore higher
login times, since users tend to pay less attention to the actual
semantic meaning of images, and are influenced more by the
presentation layout of images (as shown in the heat maps).
Again, the 90-image grid was found to be more usable than the
rest.

Overall, GUA designers
implications of the image grid size on security and usability. We

should carefully consider the

have shown that a “sweet-spot” exists (this was found to be the
90-image grid), which strikes a balance between the two.

7 IMPLICATIONS

This paper reveals implications of variations in GUA interface
designs on the security and usability of GUA mechanisms. Such
findings could drive the design of dynamic GUA policies, which
will bootstrap design aspects of GUA based on security and
usability guidelines.

[15], which address
optimization problem of assigning “best-fit” security mechanisms

Building on existing works an
based on security and usability attributes, the findings of this
paper further contribute to the development of an extendable
framework that would allow service providers to specify
precisely the levels of security and usability they desire. As
shown in Figure 6, such an approach would support multiple
policies, aligned with different individual user models, to allow
service providers customize security and usability aspects of
GUA mechanisms in order to benefit end-users. For example, by
specifying baseline levels for theoretical and practical security,
such a framework could help optimize usability factors of GUA
mechanisms. By further considering human and technology
factors (e.g. research has shown that cognitive decline of older
adults [16], cognitive abilities and styles [6, 23, 25, 26], or device
characteristics [24] affect GUA usability and security), such a
framework would generate a personalized GUA design
considering the service provider’s desired security and usability
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levels, as well as the user’s individual and technology-related
characteristics.

Figure 6. Instances of “best-fit” GUA mechanisms.
We further emphasize the requirement for intelligent
mechanisms to guide users towards creating GUA passwords
that, on average and across users, cover the entire image grid.
Such mechanisms would ensure that the theoretical security of a
particular GUA mechanism is not sacrificed due to predictable
user behaviors, which can be potentially exploited by attackers.
For example, given a large image grid size, strong GUA
passwords can be enforced by intelligently positioning images in
a grid when presenting them to different users, as opposed to
having a static layout that can be leveraged easily by attackers to
the of their
Alternatively, GUA interfaces could prompt users to choose their

improve efficiency attacking  algorithms.
password incrementally, i.e. by presenting only a subset of the
possible images to users during each step of the password
selection phase. Such approaches would ensure a better coverage
of the entire grid, making the most of the attainable theoretical
security guarantees of GUA.

Finally, the findings of this study underpin the necessity for
providing feedback on the strength of user-selected GUA
passwords. Users are often unaware of the security strength of
their chosen passwords. This leaves them vulnerable to even the
simplest of access control and user authentication attacks. A user
authentication mechanism could take into account the results of
our security analysis to provide support for a GUA password
strength meter. This will indicate the level of “randomness” of a
selected graphical password, in light of all possible image
permutations, as well as previously selected graphical passwords
by other users. The strength meter would therefore ensure that,
overall, the images selected by users are evenly distributed
across the entire image grid.

8 CONCLUSIONS

This paper provides empirical knowledge on the users’ behavior
when creating a graphical password by showing the correlation
between image grid sizes and the levels of security and usability
in GUA mechanisms. Based on this knowledge, it provides
valuable insights for designing intelligent GUA mechanisms,
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which account for the inherent tradeoff between usability and
security.

The contribution of this work spans both theory and
application. Regarding theory, the study provides evidence that
varying equilibriums exist among security and usability aspects
in different GUA designs. Regarding application, findings
underpin the value for versatility in the design and development
of GUA. Such knowledge is currently missing, and could be
leveraged to provide adaptive and personalized solutions to
service providers seeking for configurable levels of security and
usability, depending on custom requirements, application and
user constraints.

Limitations of the study are related to its ecological and
external validity. First, controlling the policy (e.g. requiring
fixed-size graphical passwords) may not fully reflect the
behavior of users in real-life situations. For example, previous
work shows that users tend to use more than the minimum
length of a given policy [10]. Another limitation affecting
ecological validity relates to the nature of in-lab experiments,
which however was required in order to be able to use the eye-
tracking setup. Furthermore, we only investigated a particular
GUA mechanism, although other alternatives exist [2, 14], which
may not be affected in the same way. For example, the type of
images used (faces vs. objects), or the authentication process
followed (e.g. showing images in one or multiple screens) may
influence usability and security in different ways, which is
something we plan to explore in future work.
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